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Ukraine, began an unofficial war, leading to

sanctions. Unsurprisingly, their respective
currencies (the rouble and the hryvnia) tanked.
Yet they weren’t the worst-performing curren-
cies of 2014 — that award went to bitcoin. Bit-
coin ended 2013 at extraordinary highs — often
in excess of US$900 and reaching $1,100. By
January 2015 it was below $300 (at the time of
writing, about $266). In contrast, the rouble and
the hryvnia lost a mere 50 percent or so of their
value.

Yet bitcoin continues to be lionized by its
many fans. And 2014 was its annus horribilis,
with the MtGox scandal, problems with other
exchanges, a minor regulatory crackdown in bit-
coin-crazy China, and the arrest of Silk Road’s
Dread Pirate Roberts. Nevertheless, in 2015 the
Greek government’s tribulations as it struggled
to adapt to its commitments to the euro suggested
to some that bitcoins could be the solution to its
problems. Libertarian economic theorists like
Friedrich Hayek have long advocated creating
sound money by decoupling the money supply
from spendthrift national governments,' while
the abolition of cash and a permanent move
to digital money is increasingly advocated.? A
decentralized, independent, non-inflationary,
foolproof digital currency — what’s not to like?

What It Does and What It Is

The peer-to-peer (P2P) design of bitcoin® is
undoubtedly brilliant in its solutions to three
problems. The first is that of authenticity assur-
ance: Can we avoid counterfeiting? Bitcoin, like
other digital currencies, uses cryptography and
digital signatures to show legitimacy. Second,
we need to avoid double spending: Can we pre-
vent people spending the same bitcoin twice?

I n 2014, two European nations, Russia and
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Yes, again by using verified signatures. The
database that prevents double-spending isn’t
centrally controlled, and so bitcoin avoids cre-
ating the bottlenecks that allow rent-seeking on
the part of banks and clearing houses. Third, can
the currency be made robust against inflation?
Once more, yes — and this is the clever part — by
cutting governments, banks, and other central
authorities out of the loop, and instead distrib-
uting power over the bitcoin network.

The number of bitcoins that can ever appear
is limited to 21 million, and so it functions rather
like the gold standard or a currency peg, which
restrain inflation via restrictive supply of the
underlying source of value. However, a decision to
use gold as a basis for a currency is a government
decision. Governments therefore aren’t taken out
of the loop by such measures, and can decide to
come off standards and pegs as easily as adopt-
ing them, as they have done in expensive times
of crisis such as World War [, the Great Depres-
sion, the Vietnam War, and the financial crises
of 1997-1999. Bitcoin being a P2P system, gov-
ernments play no role, people use it if both sides
of the exchange agree, and no one can decide
to mine more bitcoins than expected. A govern-
ment might decide to adopt bitcoin as a national
currency, or peg its own currency to the bitcoin,
but — although it would have far-reaching conse-
quences for the nation — this would have no effect
on bitcoin itself. However, at the moment this is
an extremely unlikely scenario, as I will explain.

Bitcoin has five key components.*

o First, there’s a decentralized P2P network
connected by the bitcoin protocol, consisting
of nodes that play a number of roles. Nodes
are able to validate transactions and records
of transactions (blocks), discover peers in the

IEEE INTERNET COMPUTING



network, and maintain commu-
nications with them, especially
by propagating verified transac-
tions and blocks.

e Second, there’s a complete public
ledger of all bitcoin transactions
(the blockchain).

e Third, there’s a decentralized
scheme for creating bitcoins and
creating new additions to the
blockchain every 10 minutes or
so, based on solving a puzzle that
demands a brute-force approach
(mining).

e Fourth, there’s a proof-of-work
algorithm to show that the latest
block on the chain has been cor-
rectly mined.

e And finally, there’s a decentral-
ized transaction verification
scheme.

These are connected by carefully
calibrated incentives and reciproc-
ity between network nodes. A node
may contain a wallet, which points
to the transactions in the blockchain
that contain unspent payments to its
owner. If the node is a miner, then it
will contain specialized software,
and more likely hardware, to compete
with other miners to solve the mining
puzzle. Some nodes contain complete
copies of the entire blockchain, which
date back to the so-called genesis
block created in January 2009, and
which at the time of writing is about
30 gigabytes in size. These can inde-
pendently verify any transaction by
tracing back the history of all transac-
tions of the bitcoin in question to its
creation. It’s more usual for nodes (in
particular, those running on smart-
phones) to contain an edited version
of the latest blocks on the blockchain,
and these therefore require outside
help to verify a transaction.

What Does Money Do and
Does Bitcoin Do It?

There are two ways of considering
bitcoin: as a currency, or as a bril-
liantly engineered solution to issues
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of ownership more widely. Its future
may be as the latter rather than the
former, but that’s not my topic here.
In this piece, I focus primarily on bit-
coin as the most advanced and capi-
talized of the cryptocurrencies, but
of course we should remember that
bitcoin is a prominent exemplar of a
set of technologies of which perhaps
the distributed verification of proof
of work embodied in the blockchain
may end up being the most influen-
tial. Bitcoin may die, and be replaced
by altcoins or altchains, but its prin-
ciples will remain relevant in many
other contexts.

Bitcoin may revert to a value of
zero.” But as it is used, and as long as
it is used for exchange, let’s not kid
ourselves that bitcoin isn’'t money.
We shouldn’t hold its intangible
nature against it; as Norman Mailer
once put it, all money is “authority
printed upon emptiness.”® It’s surely
not, as many have claimed, a fraud-
ulent Ponzi scheme,’ if for no other
reason than it promises no profit. Its
main advantage might be facilitat-
ing the purchase of drugs online, but
it does at least some of the legitimate
business that we expect from cur-
rencies. More precisely, of the three
tasks that a currency is supposed to
do, it performs one very well while
lagging on the other two.

First of all, money is a medium of
exchange that we can swap for goods
and services. That means it needs to be
trusted sufficiently to be used within
an economy. Clearly bitcoin does this,
as we can buy things with it (some of
them are even legal). It’s a highly effi-
cient mechanism. The technical infra-
structure means that the transaction
costs are minimal compared to those
of the centralized clearing houses
required for bonds or credit cards.
The unanswered question is whether
the necessary systemic trust could be
so widespread that bitcoins become as
ubiquitous as (say) credit cards are in
Europe or the US. Can bitcoin retain
its credibility if it’s perpetually caught

up in scandals such as MtGox and
Silk Road (even given that its design
is only indirectly implicated in these,
if at all)?

Second, money is a unit of
account. A monetary unit serves
as the standard for the value of
an economy, company, person, or
object. Bitcoin hasn’t reached this
point yet in the real world — no one
claims that her company has a turn-
over of BTC1,000, or that such-and-
such a country has a gross domestic
product (GDP) of BT(C1,000,000. It’s
rather counterintuitive to account
for very large numbers, given that
its market value is in the tens of bil-
lions of dollars, and that there’s an
upper limit to the number in circu-
lation. A nation’s GDP might easily
exceed the total bitcoin money sup-
ply. That’s not in itself contradictory,
but sounds odd. Bitcoin is equipped
to be a unit of account, but in prac-
tice nobody uses it in that way. The
underlying reason for this is because
of its failure to achieve the third
function of money.

That third function is that money
stores value — I can do some work
today, be paid, and reap the reward
of my work tomorrow or far into the
future. Once more, bitcoin can do
this, but not particularly well. I can
use the bitcoins in my wallet for pur-
chases or exchange in the future, but
their value in terms of goods or other
currencies is currently prone to vio-
lent fluctuations, so that its use in
this way is highly risky. In 2015, at
the time of writing, its value against
the dollar has swung between $200
and $300 — that’s pretty violent,
but nothing compared to its move-
ments in 2013 and 2014. Anyone
who invested in bitcoins prior to
2013 has made an enormous profit,
even if they didn’t cash in at the top,
but someone investing now could
easily lose heavily. The uncertainty
and volatility make bitcoin currently
unsuitable to be a financial frame of
reference. Even the most profligate
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governments rarely produce cur-
rencies as volatile as bitcoin, which
is why we won’t see bitcoin as a
national currency any time soon.

Inflation — Boo!
As previously noted, there’s a theo-
retical maximum number of bitcoins.
Even this number won't effectively
be reached, because although lost
bitcoins remain evident in the block-
chain, they're unusable if proof of
ownership can’t be provided (as an
unfortunate Welshman discovered
when he threw away the hard disc
of his laptop, forgetting it contained
the private key to his wallet — he lost
7,500 of them).® It has been calcu-
lated that 30 percent of the 14 mil-
lion existing bitcoins are “zombie”
bitcoins that haven’t been touched
for a year and a half (in some cases
because owners have died and not
passed on their keys).® MtGox man-
aged to misplace 650,000 of them.'°
Once the maximum number of
bitcoins has been mined, it will be
inherently deflationary, which many
commentators, especially small-
government libertarian types, find
attractive.!’ Yet inflation has its
uses, as Yanis Varoufakis, Greece’s
former Finance Minister (an unorth-
odox economist, politically less than
astute, impeccably cool) argued in
a critique of bitcoin: “there can be
no de-politicised currency capable
of ‘powering’ an advanced, indus-
trial society.”!? It’s no accident that
the gold standard was created at a
time when political power largely
rested with the creditor class, which
naturally wishes to preserve the
soundness of money, and it became
unsustainable as power shifted in a
democratic direction away from the
relatively small number of lenders to
the larger number of net borrowers.
A deflationary currency would
be unattractive in a democratic age
because inflation is an important
means of reducing debt. Varou-
fakis was widely reported to have
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proposed Greece’s adoption of bitcoin
if it was forced out of the Eurozone,
but this was simply a delicious April
Fool gag." If Greece can’t default (as
Varoufakis and the governing Syriza
party would like, in the face of North
European opposition), it can realis-
tically only reduce its colossal debt
with a currency that it can print (like
the old drachma, which it abandoned
in 2002). Even the euro is better than
bitcoin for that purpose, as the euro
could inflate, though it currently
shows no sign of doing so.

There are other, better reasons
to prefer low inflation to deflation.
During a deflationary period, the
value of cash increases, and so it
becomes rational to hoard it, keep-
ing it out of the real economy and
thereby reducing demand, output,
and employment. In hard times, it’s
easier to adjust wages downward by
increasing them below the level of
inflation, than actively to cut them
in nominal terms. Cryptocurrency
fans don’t trust the independence of
central banks, but bankers pursue
positive inflation targets for good
reason.

In Many, One

For many, the beauty of bitcoin lies
in decentralization. Yet it’s remark-
able how centralized ownership of
bitcoins is.'* Bitcoin’s original archi-
tect Satoshi Nakamoto owns at least
7.5 percent of them — although many
of these are untouched, and so may
be lost.!” Early adopters own a large
fraction, and I wonder how far they
could sway markets if they chose to
act in a concerted way.

Perhaps a greater concern is the
evolution of the mining industry, and
how far it has moved away from what
The Economist called “Mr Nakamo-
to’s libertarian dream: home-brewed
money.”'® In the early days, you really
could mine a few bitcoins yourself on
a machine, but now the mining busi-
ness is a boom area in IT, boosted
when it moved from software to

specialized hardware; the capacities
of application-specific integrated cir-
cuits (ASICs) for mining are increas-
ing more quickly than Moore’s law,
and designs become obsolete in
months. In the same way that physi-
cal resource mining evolved from
the individualistic 49ers to a global
industry dominated by three or four
megacorps, bitcoin mining now
exploits economies of scale. Miners
combine their efforts, joining coop-
erative pools with their own proof-
of-work algorithms via which they
share their gains. Risk is distributed,
while computing power is amalgam-
ated. So massive is the industry that
the environment is coming into play
as a factor; giant banks of machines
need large quantities of electricity
and major cooling facilities.

The lesson of the California gold
rush was that the people who really
get rich often aren’t the miners, but
those who sell the picks and shovels.
Mining capacity can be rented from
the cloud in gigahashes per sec-
ond. Genesis Mining (www.genesis-
mining.com) offers “the easiest way
of mining: no need to assemble rigs
or to have hot, loud miners in your
home. ... Start making profit today!”
And you know there’s money to be
made when cybercriminals muscle
in; devices on the Internet of Things
have been suborned to work on cryp-
tocurrency mining.!”18

As with shale oil in the US, the
industry invested when the price was
high. The collapse in the oil price is
producing a shake-out in fracking,
and there’s no reason to think that
the collapse in bitcoin values won't
also result in firms exiting the mar-
ket. Furthermore, the difficulty of
the puzzles miners have to solve is a
function of the computing power cur-
rently working on the system, which
is why it has increased by four orders
of magnitude since the introduction
of mining ASICs.'® It isn’t hard to
imagine a world in which there’s less
competition to solve easier problems,
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and this could be exacerbated when
the maximum number of bitcoins has
been mined — a less certain economy
in which miners will have to live off
tips from those making transactions
or exploiting the blockchain.

This matters, because the P2P sys-
tem works on consensus and major-
ity opinion. Changes to software, for
instance, happen when a large major-
ity of nodes in the network install
the update. At the time of writing, a
fork (a bifurcation of the blockchain)
has been introduced thanks to a dis-
pute, as much ideological as techni-
cal, over whether to increase block
size to expand the system’s capac-
ity; whether Bitcoin XT becomes
the system’s governing software will
ultimately be resolved by a con-
sensus that is currently elusive.!®2°
Might far-reaching change be forced
through by an intransigent major-
ity? Such a 51 percent attack would
certainly be costly, and the hope is
it would be prohibitively so. Yet the
likely cost is coming down; in 2014 a
prominent mining pool was pressured
into releasing a denial that it had
ambitions to launch such an attack,
after having achieved 50 percent of
global mining capacity.?!

In practice, the problem isn’t
likely to be with a pool of miners
that wishes to dominate the system —
such pools may come into existence,
but they have an interest in perpetu-
ating the decentralized arrangement.
Yet the forces in play here aren’t all
individual self-interests. In 2015,
some 80 percent of bitcoin transac-
tions were in the Chinese yuan. Per-
haps, following currency controls
and a recent drive against corrup-
tion, some of these bitcoins are being
used to take wealth out of China. If
that continues, it will surely provoke
some kind of response from the Chi-
nese government, which might be
aggressive, but it might be to co-opt
the system.

Could that work? Well, the origin
of a lot of current mining power is
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unknown, but anecdotally there’s
enormous growth in Inner Mongo-
lia.?? Why? Because the fact that
the bitcoin puzzle needs to be solved
with brute force gives a competitive
advantage to places with a decent
infrastructure and cheap power.?
Large nations with abundant elec-
tricity, technological sophistica-
tion, a political agenda, and proud
nationalists whose motivations
aren’'t grounded solely in economic
self-interest — think China, Russia,
the US, and Iran — are well-placed to
influence the system for good or ill,
should they be moved to do so. They
might not be capable of coordinat-
ing a 51-percent attack, but we also
don’t know how the network would
cope with the sheer persistence of a
large enough minority in the event
of a fork.

We also shouldn’t forget that
modern governments’ law enforce-
ment arms remain powerful -
think of the power and reach of
US anti-racketeering agencies. It’s
naive technological determinism to
assume that a massively decentral-
ized system is impossible to stop, so
that (to take one recent claim) the
rise of cryptocurrencies will force
the end of the War on Drugs.'! It’s
just as likely that the FBI will, if
need be, open up a War on Bitcoin,
which could do it irreparable dam-
age in the legitimate business world.
The harm caused by governments’
manifest inability to close down
the illegal drugs trade has never
been a factor in policymaking (out-
side of Latin America), and bitcoin
may become another victim of col-
lateral damage. The founder of bit-
coin exchange coin.mx is currently
being prosecuted in the US on money
laundering charges that could bring
a 20-year jail sentence.?* Anticipa-
tion of this, and the hounding of
previous cryptocurrency pioneers, is
probably why Satoshi Nakamoto has
fiercely protected his (or her, or their)
anonymity.

H ere, I have focused on the cur-
rency bitcoin without exploring
alternative cryptocurrencies. Neither
have I discussed alternative uses
of the impressive blockchain idea —
for example, to act as a distributed
notary and record of contracts. Many
of the problems associated with the
currency could be adjusted with a
few obvious tweaks; for example, if
a constant number of altcoins was to
be mined in perpetuity (as with Peer-
coin),?® then the currency would be
inflationary, but not very (and if they
were as easily lost as bitcoins, the net
effect would probably still be defla-
tionary after enough time passed).
It might be possible to build some
consumer protection into the system,
so that miners wouldn’t create coins
only for themselves, but also create a
few for a central fund to compensate
people for losses due to malware.

Given bitcoin’s nearly-but-not-
quite record in fulfilling the major
functions of money, particularly its
failure to store value in a predict-
able way, it could be that the use of
the blockchain for other purposes
is where its future lies. The block-
chain, in essence, uses the resources
of a large community to assert and
verify a connection between two
entities (a wallet and a portion of a
bitcoin), while a private key allows
a real-world owner of those entities
to claim ownership. This structure
could revolutionize record keeping,
for instance registering land, par-
ticularly in places where legal safe-
guards were limited.

But even then it could also be a
means for reducing transparency in
business. If the owner is prepared
to make his own arrangements for
security and backup, then bitcoin
has a good claim to preserving ano-
nymity. Would we want this option
for land or business ownership, or
tax arrangements?

The technology has a future,
whether as bitcoin or in another
form. It’s a brilliant piece of work. But
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technology should serve the purpose
of humans — not only individuals, but
also society as a whole. Decentraliza-
tion in design and on paper doesn’t
automatically produce a working
system immune to hijacking by
motivated groups. Concentrations of
power can’t be engineered away —
the old centers will push back, and
new centers will appear.

Digital citizens of good faith need
to engage with this fascinating tech-
nology, understand its implications,
and apply it where it’s most needed,
without succumbing to the hype. Bit-
coin’s democratic innovation is that
the community prints the author-
ity on the emptiness. We must make
sure that the community remains
able to withdraw that authority in
the future. M
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